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Abstract: 

The global pharmaceutical industry is navigating a complex landscape marked by technological 

fragmentation, supply chain disruptions, and rising costs, necessitating the adoption of Pharma 4.0 

technologies such as predictive analytics, artificial intelligence (AI), and the Internet of Things (IoT). 

This study examines Biofarma’s readiness to transition from Level 3 (integrated systems) to Level 4 

(real-time monitoring and predictive analytics) within the Pharma 4.0 maturity framework, while 

exploring the role of these advanced technologies in enhancing operational efficiency and quality 

assurance. Using a quantitative approach, structured surveys were administered to 150 employees 

across various divisions at Biofarma. The collected data were analyzed through Exploratory Factor 

Analysis (EFA) and Confirmatory Factor Analysis (CFA) to identify latent readiness factors. Results 

revealed five critical dimensions influencing digital transformation readiness: Perceived Usefulness 

emerged as the dominant factor (explaining 49.09% of variance), followed by Workforce Digital 

Competency, Technological Infrastructure Readiness, Stakeholder Alignment, and Ease of Use. While 

Biofarma demonstrates strong foundational readiness, particularly in the perceived benefits of digital 

tools, the findings highlight key gaps in AI/IoT-specific training, real-time data infrastructure, and 

cross-functional collaboration. The study provides actionable insights for strategic investments to 

achieve full digital maturity, aligning with global Pharma 4.0 standards. These results contribute to both 

academic literature and practical implementation frameworks for digital transformation in regulated 

health technology industries. 
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PENDAHULUAN  

The pharmaceutical industry is navigating a complex landscape of rapidly growing 

global demand, driven by COVID-19 vaccines and therapeutics, as well as accelerated product 

innovations such as cell and gene therapies and mRNA vaccines. These advances in innovation 

contribute to increased technological fragmentation and evolving supply chains. Broader 

global challenges—including supply chain disruptions, inflation, and rising labor and material 

costs—are further constraining profitability. Moreover, increased state interventions and 

protectionist trade policies may require high-cost regionalization of manufacturing networks. 

Despite industry resilience through dual sourcing and inventory management, the sector faces 

sustained pressure to innovate while managing rising costs and geopolitical risks (McKinsey 

& Company, 2024). 
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Additionally, the pharmaceutical industry plays a critical role in global healthcare by 

developing, manufacturing, and distributing products essential for treating and preventing 

diseases (Tailor P et al., 2024). The following is information from the Access to Medicine 

Index: “The Access to Medicine Index ranks 20 of the world’s largest research-based 

pharmaceutical companies on their efforts to improve access to medicines, vaccines, and 

diagnostics in low- and middle-income countries. The Foundation also publishes report cards, 

evaluating the actions these companies are taking to address key access-to-medicine priorities 

and highlighting areas for improvement” (Access to Medicine Foundation, 2024). 

As the industry evolves, it is undergoing profound transformation, propelled by rapid 

advancements in digital technology. For example, Pfizer and Novartis have successfully 

implemented and benefited from Industry 4.0 technologies to increase speed and efficiency in 

production and research and development processes, demonstrating the critical importance of 

technology adoption for maintaining competitiveness (Dhiman et al., 2024). These initiatives 

also illustrate how digital technology can redefine business processes in the pharmaceutical 

sector. 

In this context, Biofarma, as a state-owned enterprise (SOE) in Indonesia and a key 

player in the global vaccine supply chain, is at a crucial juncture. Biofarma was previously the 

sole vaccine manufacturer capable of fulfilling all Indonesian state demand before the 

emergence of competitors such as Etana Biotech and Biotis, which have since joined the 

vaccine industry in Indonesia. Consequently, with increased competition, domestic demand 

from the state for Biofarma’s products has decreased. 

Biofarma is currently at Level 3 on its digital transformation journey, characterized by 

the implementation of integrated systems such as Enterprise Resource Planning (ERP), 

Laboratory Information Management Systems (LIMS), electronic Quality Management 

Systems (eQMS), and electronic Batch Records (e-BR). These systems enable efficient data 

processing and cross-department collaboration, supporting daily operational activities (N. 

Nurlaela Arief et al., 2022). While these systems facilitate operational integration, they do not 

yet provide real-time monitoring and predictive analytics required to advance to Level 4. 

Transitioning to real-time monitoring and predictive analytics is not merely a technological 

upgrade but a strategic necessity to ensure Biofarma’s competitiveness, regulatory compliance, 

and contribution to global health objectives. 

Based on the Pharma 4.0 framework and preliminary interviews conducted in 2024, 

Biofarma remains at Level 3 in its digital transformation, focusing on internal and external 

system integration through applications such as ERP, e-BR, LIMS, and eQMS (N. Nurlaela 

Arief et al., 2022). Although these technologies have already enhanced operational efficiency 

and compliance, the transition to Level 4 still presents significant challenges. 

Digital transformation to Level 4 is imperative for pharmaceutical companies adopting 

Pharma 4.0 technologies to increase agility, ensure compliance, and achieve sustainability 

objectives. For instance, Pfizer has integrated AI and IoT to enhance supply chain and 

production process efficiency, while Novartis leverages predictive analytics to accelerate 

medicine research and development, providing tangible examples of the benefits of digital 

transformation in this industry (Dhiman et al., 2024). This transformation also supports 
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Indonesia’s ASTACITA agenda by accelerating digital transformation in the pharmaceutical 

sector, thereby enhancing industrial efficiency and national self-reliance. 

A significant gap exists between Biofarma’s current Level 3 status and the desired Level 

4, which requires sophisticated predictive capabilities. To analyze readiness for this digital 

transformation, this research employs the Exploratory Factor Analysis (EFA) method. EFA is 

a statistical tool used to identify and group factors influencing an organization’s capability to 

adopt advanced digital technologies. EFA will help uncover latent variables such as technology 

readiness, workforce digital skills, and critical stakeholder alignment necessary for advancing 

to Level 4. The results of EFA will provide a structured framework for evaluating readiness 

factors and identifying gaps to achieve the desired level of digital maturity. 

Pharma 4.0 can significantly improve efficiency in production, quality control, and 

time-to-market by enabling process automation and advanced analytics utilization. 

Organizations can enhance Overall Equipment Effectiveness (OEE), ensure line balancing, and 

streamline work order management to achieve operational excellence. The implementation of 

IoT, AI, and big data analytics in Pharma 4.0 has demonstrated increased operational efficiency 

and cost reduction across various pharmaceutical sectors (A. Zaman et al., 2024), further 

underscoring the urgency for Biofarma to address transformation challenges. 

The company faces the challenge of accelerating digital transformation to Level 4, in 

alignment with global requirements for transparency and regulatory compliance (N. Nurlaela 

Arief et al., 2022). This study aims to evaluate Biofarma’s readiness to progress from Level 3 

to Level 4 digital maturity, emphasizing the use of real-time monitoring systems, artificial 

intelligence (AI), Internet of Things (IoT), and predictive analytics to enhance operational 

efficiency and quality assurance. To ensure a robust and focused analysis, the study employs 

frameworks such as Exploratory Factor Analysis (EFA) and Pharma 4.0 maturity models, 

concentrating solely on readiness elements rather than financial modeling or cost-benefit 

analysis for Level 4 digital maturity implementation. 

 

RESEARCH METHOD  

Examining Biofarma's readiness for moving from Level 3 to Level 4 digital maturity this study 

using a quantitative research tool, to make sure a comprehensive assessment by collecting quantitative 

data on the digital transformation process. It involves the following key techniques: 

 

Survey-Based Data Collection: 

Biofarma employee in a number of divisions, including supply chain, operations, IT, and 

quality assurance, get structured questions. This guarantees that viewpoints from many functional 

domains are recorded, offering a comprehensive perspective on organizational readiness (Zaman et al., 

2024). The purpose of the survey is to evaluate important readiness variables: 

• Technological capabilities (AI, IoT adoption, IT infrastructure) 

• Workforce readiness (digital literacy, willingness to adopt new technologies) 

• Regulatory alignment (understanding of compliance frameworks such as WHO GMP, PIC/S, 

and FDA 21 CFR) 

• Financial constraints (budget limitations affecting digital investments) 

• Change management factors (organizational resistance, stakeholder collaboration) 
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The survey questions are adapted from validated models, such as The Technology Acceptance 

Model (TAM) to measure perceived usefulness and ease of use of Pharma 4.0 technologies and 

Regulatory compliance metrics based on WHO GMP guidelines (IRAQI HOUSSAINI, 2017; Venkatesh 

& Bala, 2008; Yazdanpanahi et al., 2024). 

 

Exploratory Factor Analysis (EFA) 

EFA is used to identify and group latent variables influencing Biofarma’s ability to transition 

to Level 4. This method is essential for structuring multi-dimensional factors such as technological 

capability, financial investment, and regulatory compliance into measurable components (Saadah & 

Hendarman, 2022). To extract important readiness dimensions, EFA applies Principal Component 

Analysis (PCA) (Dhiman et al., 2024). Previous research supports the validity of EFA-based readiness 

evaluations for this study by showing their success in Pharma 4.0 deployments globally (Zulqarnain et 

al., 2022). EFA Implementation steps:  

A. Use Principal Component Analysis (PCA) to extract key components explaining the variance 

in responses (Zaman et al., 2024). 

B. Ensure the factors align with theoretical constructs in Pharma 4.0 readiness models (N. Nurlaela 

Arief et al., 2022) 

C. Perform Confirmatory Factor Analysis (CFA) to validate factor structures against existing 

Pharma 4.0 frameworks (Zulqarnain et al., 2022) including the SEM (structural Equation 

Model) to validate the CFA. 

According to the latest data, total employees of Biofarma has a population of 1,835 people, this 

will be adjusted proportionate using stratified sampling approach to choose the amount of survey 

sample. Recognizing that digital transformation activities affect all functional areas of the firm, not just 

certain departments, the sampling approach disseminated participants proportionally throughout the 

workforce. The targeted respondent is 150 people. This sample size yields an approximate margin of 

error of 7-8%, which is deemed appropriate for organizational research (Creswell & Creswell, 2018). 

Structured questionnaires are created to examine important aspects including worker skills, 

stakeholder alignment, and technology readiness to evaluate Biofarma's readiness for digital 

transformation. In order to ensure validity and reliability in assessing the elements driving Biofarma's 

transition to Level 4 Pharma 4.0, these questions were modified from validated constructs in the 

literature (Saadah and Hendarman, 2022). The main instrument for obtaining quantitative information 

from internal stakeholders is the questionnaire, which enables statistical assessment of digital maturity 

components and exploratory factor analysis (EFA). The questionnaire includes core constructs that 

capture Biofarma’s digital transformation readiness: 

• Technological Readiness (TR): Evaluates whether Biofarma’s existing digital infrastructure can 

support advanced Pharma 4.0 technologies 

• Workforce Digital Competency (WC): Assesses employees ability to adapt and utilize digital tools 

effectively.  

• Perceived Ease of Use (PE): Measures how user-friendly digital transformation initiatives are for 

Biofarma employees.  

• Perceived Usefulness (PU): Evaluates whether employees believe that AI, IoT, and predictive 

analytics improve efficiency.  

• Stakeholder Alignment (SA): Assesses how well departments collaborate to integrate digital 

technologies 

Questionaries administration would be as follow, The questionnaire is structured with Likert-

scale responses to quantify perceptions and readiness levels will be sent electronically to a diverse group 
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of stakeholders, including management, IT personnel, operations teams, and regulatory compliance 

staff within Biofarma. The collected responses will be statistically analyzed using Exploratory Factor 

Analysis (EFA) to identify key readiness factors. 

 

 

RESULTS AND DISCUSSION 

The analysis reveals the underlying readiness dimensions by means of data suitability 

assessment, factor extraction, and preliminary interpretation of component structures. 

Extracting key components explaining the variance in responses using Principal Component 

Analysis (PCA) (Zaman et al., 2024). Here are PCA loadings results: 

 

Figure 1. PCA loadings results 

 

Explained variance per component results: 

 

Figure 2. Explained Variance per Component Results 

 

The table above presents the variance explained by each principal component (PC1 through PC25) from 

the survey data, extracted using Principal Component Analysis (PCA).  PC1 explains approximately 

49.09% of the total variance, making it the most significant component, at PC5, around 69.90% of the 

variance is explained, which is typically considered sufficient for summarizing the structure of the data. 

PC6 to PC10 add smaller portions of variance (~3.2% to 2.2% each), potentially capturing more subtle 
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patterns. PC11 to PC25 contribute very little individually (less than 2% each), often considered noise 

or less interpretable variations unless strongly justified. 

 

Figure 3. Explained Variance by Principal Component (PC1 – PC5) 

 

This chart only represents the percentage of variance explained by component PC1 to PC5. This chart 

illustrates that PC1 alone accounts for 49.09%, and by PC5, we reach approximately 69.9% of the 

total variance explained, thus these five components capture most of the important patterns in the data. 

Table 1. PCA Analysis 

Component High Loadings Interpretation Implication 

PC1 – 

Perceived 

Usefulness & 

Operational 

Impact 

PU1, PU2, 

PU3, PU4, PU5 

Reflects employee belief in 

the usefulness of digital 

transformation for 

operational excellence and 

compliance. 

High scores suggest strong 

belief in AI, IoT, and 

analytics for enhancing 

operations and compliance. 

PC2 – 

Workforce 

Digital 

Competency 

WC1, WC2, 

WC3, WC4, 

WC5 

Captures employee 

confidence and support in 

digital skills and training. 

Employees feel well-prepared 

digitally and supported by 

training programs. 

PC3 – 

Technological 

Infrastructure 

Readiness 

TR1, TR2, TR3 Measures confidence in 

company’s digital 

infrastructure readiness for 

Pharma 4.0. 

Confidence in ERP, data 

systems, and AI capabilities 

for digital transformation. 

PC4 – 

Stakeholder 

Alignment 

SA1, SA2, SA3 Indicates the level of inter-

departmental collaboration 

and leadership support for 

digital initiatives. 

Effective collaboration and 

alignment among teams and 

leaders in digital 

transformation. 

PC5 – Ease of 

Use of Digital 

Systems 

PE1, PE2, PE3 Assesses user-friendliness 

and accessibility of digital 

tools. 

Low resistance to adoption 

due to ease of system use. 

This PCA analysis demonstrates that Perceived Usefulness is the most important hidden factor 

influencing Biofarma's digital transformation readiness. It accounts for nearly half of the variance in 

survey responses, indicating that employees' confidence in the utility of AI, IoT, and predictive 

analytics—particularly in terms of improving efficiency, compliance, and supply chain transparency—

is a major motivator for their willingness to embrace pharma 4.0 technologies. We contrast the PCA-
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derived elements with the core competencies and digital readiness themes specified in the Pharma 4.0 

Digital Transformation Leveling study by N. Nurlaela Arief et al. (2022) to guarantee that the Principal 

Component Analysis (PCA) factors extracted from the survey fit the theoretical constructs. 

 

Figure 4.  Alignment of PCA Factors With Theoretical Construct 

 

These are the evidences (Arief et al., 2022):  

• Core competencies: include digital skills, regulatory compliance, bioinformatics, critical thinking, and 

data ethics.  

• Digital leveling: the journey from simplification in Level 1 until desease prediction in Level 5  

• Survey Structure: The five PCA components is perfectly mirror the survey characteristics required to 

assess readiness and competency for Pharma 4.0. 

 

The results of  PCA are very consistent to the theoretical constructions of Pharma 4.0 model. This 

verifies the survey instrument's structure and confirms that the selected elements, such as Perceived 

Usefulness and Digital Competency, are important and supported by current literature. 

 

A Confirmatory Factor Analysis (CFA) was performed to confirm the factor structure of the survey 

instrument and guarantee alignment with defined constructs in Pharma 4.0 and Quality 4.0 frameworks, 

therefore validating factor structures against current Pharma 4.0 frameworks. Statistical verification by 

CFA shows that the identified latent variables—such as Perceived Usefulness, Workforce Competency, 

and Technological Readiness—are in line with theoretical expectations derived from earlier models 

(Zulqarnain et al., 2022; N. Nurlaela Arief et al., 2022). This stage is essential to support the construct 

validity of the measurement tool by confirming that observed variables correctly reflect the underlying 

readiness dimensions vital to digital transformation in the pharmaceutical sector. The resulting factor 

loadings and model fit support the robustness and applicability of the survey design to assess Biofarma's 

readiness for transitioning to Pharma 4.0 maturity. The following alignment was discovered using 

Digital Levelling (N. Nurlaela Arief et al., 2022) and the 11 Dimensions of Quality 4.0 (Zulqarnain et 

al., 2022): 

Table 2. PCA Factor Alignment to Pharma 4.0 Construct 

PCA Factor (Survey Result) Corresponding Pharma 4.0 Construct 

Perceived Usefulness & Operational 

Impact 
Compliance, Analytics, Data, Management Systems 
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Workforce Digital Competency Competency, Digital Skills, Culture 

Technological Infrastructure 

Readiness 

Connectivity, App Development, Scalability, Web-based 

Applications 

Stakeholder Alignment Collaboration, Leadership, Internal-External Coordination 

Ease of Use of Digital Systems Culture, User-Friendliness, ERP System Design 

 

Discussion 

Using organized survey responses, the goal is to find and assess important latent factors 

affecting Biofarma's Pharma 4.0 preparation. Since every latent construct generated using PCA 

and validated via CFA closely corresponds with major ideas from existing Pharma 4.0 and 

Quality 4.0 frameworks, this mapping confirms the theoretical validity of the found 

components. For example: 

• As N. Nurlaela Arief et al. (2022) explain, the Operational Excellence and Regulatory 

Compliance pillars of Pharma 4.0 directly connect to Perceived Usefulness and 

Operational Impact. This component includes respondents' perceptions that AI, IoT, and 

predictive analytics improve process efficiency, transparency, and compliance—all 

important aims of digital transformation in regulated businesses. 

• Workforce Digital Competency corresponds to the People & Organization domain in the 

Pharma 4.0 Readiness Index. It demonstrates employees' readiness to adapt and use new 

technologies, which Zulqarnain et al. (2022) consider to be a fundamental criterion for 

digital maturity. 

• Technological Infrastructure Readiness corresponds to the Digital Infrastructure pillar of 

the Quality 4.0 framework. This factor assesses readiness in terms of system integration, 

data platforms, and AI/IoT capabilities required for real-time operations. 

• Stakeholder Alignment shows the importance of cross-functional collaboration and top-

down digital leadership, both of which are highlighted in Pharma 4.0 literature as 

essential enablers of organizational transformation. 

• Ease of Use of Digital Systems is related to the User Experience and Technology 

Acceptance constructs, which are commonly mentioned in both TAM (Technology 

Acceptance Model) theories and Pharma 4.0 implementation recommendations. 

Thus, the CFA findings confirm that the survey constructs are not only statistically valid, but 

also anchored in the larger theoretical and operational models controlling digital transformation 

in pharmaceutical firms. This improves both the construct validity and the model's practical 

usefulness in measuring Biofarma's readiness to transition to Pharma 4.0 maturity. 

From all of the analysis here are the key findings: 

1. Perceived Usefulness is the Dominant Readiness Factor Driver 

PCA results revealed that employees' belief in the operational benefits of digital tools (AI, 

IoT, analytics) strongly influences readiness for digital transformation. This dimension 

showed the highest variance explained. 

2. Workforce Digital Competency and Infrastructure Readiness are Foundational Enablers 
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Survey and interview results confirm that workforce skills and system capabilities 

significantly affect readiness. Although general digital literacy is strong, gaps in AI/IoT-

specific training and real-time data infrastructure still exist.  

3. Ease of Use and Stakeholder Alignment Influence Adoption 

Ease of use and cross-departmental support were identified as moderate influencers of 

readiness. Improving system intuitiveness and collaborative engagement are key strategic 

levers. 

The analysis confirms that Biofarma is strategically positioned to transition toward Pharma 4.0, 

with clear strengths in perceived usefulness, stakeholder engagement, and regulatory 

integration. However, achieving full digital maturity will require enhanced focus on 

infrastructure scalability, intuitive system design, and specialized digital upskilling. These 

findings form the evidence base for strategic recommendations in the final chapter and serve 

as a foundation for further research into implementation pathways. 

 

CONCLUSION 

This study evaluated Biofarma’s readiness to advance from Level 3 to Level 4 in the 

Pharma 4.0 maturity framework, identifying five key factors—Ease of Use, Stakeholder 

Alignment, Technological Infrastructure Readiness, Workforce Digital Competency, and 

Perceived Usefulness—through Exploratory and Confirmatory Factor Analysis. Perceived 

Usefulness emerged as the most influential factor, highlighting strong employee belief in the 

benefits of technologies like AI, IoT, and predictive analytics for operational efficiency and 

compliance, while workforce competency and infrastructure were also foundational but limited 

by gaps in AI/IoT training and real-time data integration. The study’s alignment with 

established frameworks validates its practical relevance for Biofarma’s strategic planning, 

emphasizing the need for targeted upskilling, infrastructure upgrades, and enhanced cross-

functional collaboration to achieve Level 4 digital maturity and global competitiveness. For 

future research, it is recommended to conduct longitudinal studies that track the impact of 

specific digital interventions and training programs over time, as well as to explore the 

integration of emerging technologies such as blockchain for further strengthening transparency 

and regulatory compliance in pharmaceutical operations. 
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