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Abstract:

A message broker plays a crucial role in distributed communication systems by ensuring reliable message delivery
between services. In practice, choosing a message broker involves not only considering performance aspects such
as latency and throughput but also security features like authentication, authorization, and encryption. However,
challenges arise when enhancing security layers negatively impacts system performance. This study aims to
explore and evaluate four popular message brokers—Apache Kafka, Apache Pulsar, Apache RocketMQ, and
RabbitMQ—focusing on performance metrics (latency and throughput) across various security configuration
levels (no security, TLS, basic authentication, and advanced authentication). The evaluation is conducted through
standardized benchmarking processes to assess the impact of security feature implementation on overall system
performance. The results demonstrate that Apache Kafka achieved the highest throughput of 45,000 events/s for
large messages but exhibited latency of 120 ms, while RocketMQ and RabbitMQ maintained latency below 5 ms
with throughput exceeding 30,000 events/s for small messages. Security implementation at Level 2 (TLS +
Authentication) resulted in 20-30% throughput degradation, whereas Level 3 (TLS + Authentication + ACL)
caused 40-60% performance reduction across all brokers. The results of this research are expected to provide
insights into the optimal balance between security and performance that remains acceptable by industry standards.
Furthermore, the findings may assist developers and system architects in selecting the most suitable message
broker configuration based on scalability requirements and data sensitivity levels.
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INTRODUCTION

In the rapidly evolving digital era, the urgency of a reliable, efficient, and secure
communication system is increasingly crucial (Owobu et al., 2024). Various modern systems,
ranging from Internet of Things (IoT) platforms, cloud-based applications, to data streaming
services, rely heavily on infrastructure that is able to manage real-time messaging with low
latency and high throughput (Hasdi Putra, 2024). Message brokers emerged as a fundamental
solution to meet this need, facilitating the efficient distribution of messages between
applications or services in a distributed architecture (Thallapally, 2025). The global message
broker market is projected to reach $2.3 billion by 2027, driven by the exponential growth of
microservices architectures and real-time data processing requirements across industries
(Mukhlis & Pipin, 2024).

Apache Kafka, Apache Pulsar, Apache RocketMQ, and RabbitMQ are some of the
popular message brokers that have been widely adopted in various industries due to their ability
to support distributed communications. Each of these brokers has different performance
characteristics. For example, Kafka is known for its scalability for big data, RabbitMQ excels
in message routing flexibility, RocketMQ offers high performance with low latency, while
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Pulsar combines speed with a powerful multi-tenancy architecture. Previous studies have
explored the performance of message brokers in terms of latency and throughput. For example,
(Dobbelaere & Esmaili, 2017) conducted a comparison of the performance of Kafka and
RabbitMQ, while (Mishra, 2018)reviewed several MQTT-based message brokers. Another
study by (Maharjan et al., 2023)showed that Redis excelled in latency, while Kafka excelled in
throughput, and (Goel, 2024) found Kafka to be suitable for large-scale systems in e-commerce
scenarios. Comparisons between JVM-based brokers such as Katka, Pulsar, Artemis, and
RocketMQ also show that Kafka excels in throughput with up to 50% better performance than
competitors, while Pulsar excels in layered storage management with 30% lower storage
overhead (Maharjan et al., 2023). In addition, (Henning & Hasselbring, 2024) analyzes the
resource consumption efficiency of Kafka-based stream processing frameworks in cloud
environments, emphasizing the need for horizontal and vertical scalability in microservices
architectures. Meanwhile, (Febriyani et al., 2019) evaluated Redis, Mosquitto, and MongoDB
as message brokers for [oT middleware, finding Redis efficient in memory and runtime usage.

However, in the midst of an increasingly complex digital environment that is vulnerable
to cyber threats, the security aspect has become inseparable from performance. Features such
as authentication, authorization, and encryption are crucial elements to ensure data protection
and overall system reliability. Previous research has often identified vulnerabilities in the
default configuration of message brokers. (In Paolo et al., 2021) found that many MQTT
brokers still use standard configurations without TLS and strong authentication, leaving the
system vulnerable to attacks. Efforts to improve security have been made; for example,
(Buccafurri et al., 2025)developed the MQTT-E system with re-encryption proxy techniques,
and (Lin et al., 2024)proposed the use of Conditional Proxy Re-Encryption (CPRE) on MQTT
brokers to maintain data confidentiality and support the revocation of secure access. (Azzedin
& Alhazmi, 2023) also emphasizes that authentication and encryption (such as TLS and AES)
are crucial to protect data during transmission, especially in the context of IoT devices.
(Sandholm et al., 2021) show the importance of designing a Kafka-based event streaming
system with encryption and automatic failover to keep communication going despite system
outages.

Nonetheless, challenges arise when increasing the security layer negatively impacts
system performance. Various studies have indicated that the implementation of security
features can add significant overhead. For example, (Spielvogel et al., 2021)noted that the
development of topic-based granular security mechanisms on the MQTT broker allows for the
arrangement of message forwarding only to secure and verified clients, but the use of TLS
increases the initial connection time. Further, (Gentile et al., 2024) found that a powerful cipher
like AES-256 provides significant overhead to latency and throughput on MQTT brokers in a
limited device environment. (Seoane et al., 2021)also concluded that security features provide
significant overhead to devices in comparison of MQTT and CoAP performance. The
importance of security testing on message brokers is also highlighted by (Hernandez Ramos et
al., 2018) who developed a template-based fuzzing method to detect vulnerabilities in the
MQTT protocol. In addition, the complexity of security management in distributed
architectures with multiple brokers in fog environments is a challenge (Kurdi & Thayananthan,
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2022)oader security challenges and solutions in the context of [oT-Cloud integration have also
been discussed, highlighting threats such as Sybil attacks, jamming, and API exploits, as well
as encouraging the use of blockchain and Al for mitigation.

From the review of the existing literature, it can be seen that many studies focus on
performance or safety separately. There are still very few studies that comprehensively
integrate performance and security analysis to provide clear guidance in choosing a message
broker based on specific needs. This shortcoming creates a gap in the literature regarding the
understanding of the trade-offs that occur between security and performance in message
brokers. In fact, choosing the right message broker requires a balance between the ability to
handle high volumes of data quickly (low throughput and latency) and the ability to protect
data from cyber threats.

This study aims to evaluate the quantitative impact of different levels of security
configuration on latency and throughput performance across four message brokers, identify the
optimal balance point between security and performance, and provide evidence-based
recommendations for practitioners in choosing a solution that suits the needs of the system.
The benefits of this research include practical guidance for system architects to balance
protection and performance, academic contributions in the form of benchmark data that fill
gaps in the literature related to security and performance trade-offs, and support for industry in
adopting distributed communications technologies that are efficient, scalable, and secure,
especially in critical sectors such as IoT, financial services, and real-time platforms.

Therefore, this research is here to bridge this gap. This study will evaluate the
performance and security features of Apache Kafka, Apache Pulsar, Apache RocketMQ, and
RabbitMQ with a focus on latency and throughput metrics across different levels of security
configuration (without security, TLS, basic authentication, and authorization). By
systematically analyzing the impact of security implementation on performance, this study
aims to provide an in-depth understanding of the optimal balance point between security and
acceptable performance based on industry standards. The findings of this study are expected to
help system developers and architects in choosing the most suitable message broker
configuration based on scalability needs and data sensitivity levels.

RESEARCH METHODS

This study used an experimental quantitative approach to evaluate the performance and
security level of the four message broker platforms Apache Kafka, Apache Pulsar, Apache
RocketMQ, and RabbitMQ in the context of distributed systems, with a focus on finding a
balance point between communication efficiency and system protection. Each broker is tested
on four tiered security levels, from open communications without encryption to a full TLS
implementation with granular authentication and authorization, to measure the impact of each
layer of protection on system performance, particularly latency and throughput. The evaluation
was conducted using a relative benchmarking approach, using performance at the level without
security as a baseline to measure performance degradation due to the addition of security
features. Experiments were conducted in a containerized environment using Docker, with a
variety of realistic message size and traffic load testing scenarios, as well as the use of the
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Golang library for throughput and latency testing. Equilibrium analysis is conducted through
performance degradation curves and inflection point identification to determine the optimal
configuration that provides adequate protection with an acceptable performance impact, along
with contextual considerations of each message broker's architecture.

RESULTS AND DISCUSSION

Comparative Analysis of Relative and Security Impact
The analysis in this section focuses on comparing the relative performance between brokers

and measuring the quantitative impact of each layer of security on the underlying performance

of each broker.

A. Basic Performance Comparison (Level 0 — No Security)

In basic conditions without security, the unique characteristics of each broker are
already clearly visible.

1) RabbitMQ shows dominance in throughput for very small messages (10 B - 1 KB), reaching
over 35,000 events/s, which confirms its efficiency for workloads with many light
messages. Instead

2) Apache Kafka and Apache Pulsar demonstrated superior scalability as message sizes
increased, with Kafka becoming a leader for very large volumes of data. Meanwhile,

3) Apache RocketMQ shows balanced and consistent performance across a wide range of
message sizes. In terms of latency,

4) RocketMQ and RabbitMQ are the fastest with latency below 5 ms, followed by Pulsar
(about 48 ms), and Kafka which has the highest latency due to their batching mechanism.

B. Analysis of Safety-Induced Performance Degradation

Security implementations inherently create trade-offs with performance. The test data
allows us to measure this impact relatively speaking:

1) TLS (Level 1): Adding a TLS layer leads to a moderate throughput drop, averaging around
10-20% in most scenarios, and a latency increase of around 6-10 ms on low-latency
brokers. This is a generally acceptable cost for securing data in transit.

2) TLS + Authentication (Level 2): The addition of user authentication puts a more significant
load, leading to an additional 20-30% decrease in throughput from Level 1. The credential
verification process on each connection or operation has proven to provide considerable
overhead.

3) TLS + Authentication + ACL (Level 3): This is the level that affects performance the most.
The throughput decrease decreased by 40-60% compared to Level 0. The increase in
latency is also most significant here as the broker has to perform authorization checks for
each operation, which is a computationally intensive process.

Equilibrium Point Analysis

Referring to the analytical framework in Chapter 3, the equilibrium point is a
configuration in which the system achieves an adequate level of security without unreasonably
sacrificing performance. Based on the performance degradation curve analysis, this point is
generally at Level 2 (TLS + Authentication). The reason is that the transition from Level 0 to
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Level 2 shows a relatively predictable and manageable decline in performance. In contrast, a
jump to Level 3 (granular authorization) often shows a sharp, non-linear drop in performance,
which signals significant overhead for most use cases.

Based on this principle, equilibrium points can be recommended as follows:

A. For High-Throughput Needs (Big Data, Event Sourcing):

a. Broker Options: Apache Kafka and Apache Pulsar are the top choices.

b. Equilibrium Point: Level 2 (TLS + Authentication). Although Kafka shows high latency,
its throughput is still best for large volumes of data. Level 2 provides essential security
with a manageable throughput drop . Users should be aware of the high latency trade-
offs when choosing Kafka for this scenario.

B. For Low-Latency (RPC, Command Query) Requirements:

a. Broker Options: Apache RocketMQ and RabbitMQ are the best choices, followed by
Apache Pulsar. Kafka is not suitable for scenarios that demand low latency based on these
test results.

b. Equilibrium Point: Level 2 (TLS + Authentication). This level offers an excellent balance
on these three brokers. Latency stays below 20 ms, which is very fast for most real-time
applications. The latency cost of moving to Level 3 (about an additional 10-20 ms) should
be carefully considered. Security implementations inherently create trade-offs with
performance. The test data allows us to measure this impact relatively speaking:

C. For the Balance of Flexibility and Performance (Microservices):

Broker Options: RabbitMQ and Pulsar.

b. Equilibrium Point: Level 2 (TLS + Authentication). RabbitMQ offers superior routing
flexibility with excellent latency and throughput performance (for small messages).
Pulsars offer a better balance of throughput performance and latency overall. Level 2
provides a strong layer of security that is often needed in microservices architectures.

o

Comparative Analysis of Relative Performance and Security Impact

The analysis in this section focuses on comparing the relative performance between
brokers and measuring the quantitative impact of each layer of security on the underlying
performance of each broker. Table 1 presents a comprehensive comparison of throughput
performance across all brokers and security levels, while table 2 illustrates the latency
degradation patterns.

Basic Performance Comparison (Level 0 - No Security)

In basic conditions without security, the unique characteristics of each broker are
already clearly visible. The baseline performance metrics reveal distinct architectural
advantages of each message broker, as summarized in Table 1.

Table 1. Throughput Performance Comparison Across Security Levels (events/second)

Message Size Broker Level 0 Level 1 (TLS) Level 2 (TLS+Auth) Level 3 (TLS+Auth+ACL)
10B RabbitMQ 35,420 31,200 (12% |) 24,500 (31% |) 14,200 (60% |)
Kafka 28,300 25,100 (11% }) 19,800 (30% |) 11,300 (60% |)
Pulsar 31,200 27,500 (12% |) 21,400 31% |) 12,600 (60% |)
RocketMQ 33,100 29,200 (12% |) 23,200 (30% |) 13,500 (59% )
1 MB Kafka 45,600 40,200 (12% ) 31,900 (30% }) 18,200 (60% |)
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Pulsar 42,100 37,100 (12% |) 29,300 (30% |) 16,800 (60% |)
RocketMQ 38,900 34,300 (12% |) 27,200 (30% |) 15,600 (60% |)
RabbitMQ 32,400 28,500 (12% |) 22,600 (30% |) 13,000 (60% |)

RabbitMQ shows dominance in throughput for very small messages (10 B - 1 KB),
reaching over 35,000 events/s, which confirms its efficiency for workloads with many light
messages. This performance advantage stems from its optimized AMQP protocol
implementation and efficient memory management for small payloads (Boschi &
Santomaggio, 2013). Instead, Apache Kafka and Apache Pulsar demonstrated superior
scalability as message sizes increased, with Kafka achieving the highest throughput of 45,600
events/s for I MB messages, representing a 41% performance advantage over RabbitMQ at
this message size. This validates Kafka's architectural design for high-throughput data
streaming scenarios (Santoso, 2020).

Meanwhile, Apache RocketMQ shows balanced and consistent performance across a
wide range of message sizes, maintaining throughput above 33,000 events/s for small messages
and 38,900 events/s for large messages, demonstrating only 17% variation across the entire
message size spectrum. In terms of latency, RocketMQ and RabbitMQ are the fastest with
latency below 5 ms (specifically, RocketMQ: 3.2 ms, RabbitMQ: 4.1 ms), followed by Pulsar
(about 48 ms), and Katka which has the highest latency of approximately 120 ms due to their
batching mechanism. These results align with previous findings by Maharjan et al. (2023), who
reported similar latency patterns, though our study extends this understanding by incorporating
security layer impacts.

Table 2. Latency Comparison Across Security Levels
Security Level RocketMQ RabbitMQ Pulsar Kafka

Level 0 3.2 ms 4.1 ms 48 ms 120 ms
Level 1 9.8 ms 10.5 ms 54ms 126 ms
Level 2 16.4 ms 17.2 ms 68 ms 138 ms
Level 3 28.7 ms 29.3 ms 94ms 162 ms

Analysis of Security-Induced Performance Degradation

Security implementations inherently create trade-offs with performance. The empirical
data collected through our standardized benchmarking process allows us to quantify this impact
with statistical precision (95% confidence interval, p <0.05). The test data allows us to measure
this impact relatively speaking:

1. TLS (Level 1): Adding a TLS layer leads to a moderate throughput drop, averaging
around 11-12% across all message sizes and brokers (standard deviation: £1.2%). This
translates to a latency increase of approximately 6-10 ms on low-latency brokers
(RocketMQ and RabbitMQ), representing a 200-250% relative latency increase
despite the absolute values remaining below 15 ms. This is a generally acceptable cost
for securing data in transit. These findings corroborate the observations of (Azzedin
& Alhazmi, 2023) regarding TLS overhead, though our study provides more granular
quantification across multiple broker architectures.
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2. TLS + Authentication (Level 2): The addition of user authentication puts a more
significant load, leading to a consistent 30-31% decrease in throughput from Level 0
across all brokers (variance < 2%), as shown in Table 1. The credential verification
process on each connection or operation has proven to provide considerable overhead.
Specifically, latency increases by an additional 6-7 ms beyond Level 1, bringing total
latency for low-latency brokers to 16-17 ms. This represents a critical threshold where
many real-time applications begin experiencing noticeable performance degradation
(Seoane et al., 2021).

3. TLS + Authentication + ACL (Level 3): This is the level that affects performance the
most. The throughput decrease reached 59-60% compared to Level 0 (SD: £1.1%),
representing a near-doubling of the performance penalty from Level 2. The increase
in latency is also most significant here with values reaching 28-29 ms for low-latency
brokers and 94-162 ms for higher-latency brokers, as the broker has to perform
authorization checks for each operation, which is a computationally intensive process.
Statistical analysis (ANOVA, p < 0.001) confirms that the performance difference
between Level 2 and Level 3 is highly significant, indicating a non-linear performance
degradation pattern that warrants careful consideration in system design.

Equilibrium Point Analysis

Referring to the analytical framework in the methodology section, the equilibrium point
is a configuration in which the system achieves an adequate level of security without
unreasonably sacrificing performance. Based on the performance degradation curve analysis
and inflection point identification using the elbow method, this point is consistently located at
Level 2 (TLS + Authentication) across all tested brokers. The reason is that the transition from
Level 0 to Level 2 shows a relatively predictable and manageable decline in performance with
a linear degradation rate of approximately 15% per security feature added. In contrast, a jump
to Level 3 (granular authorization) often shows a sharp, non-linear drop in performance with
an additional 29-30% degradation beyond Level 2, representing a 2x multiplier effect, which
signals significant overhead for most use cases.

This finding is consistent with the cost-benefit principle in security engineering, where
the marginal security benefit of Level 3 must be weighed against the substantial performance
penalty (Laghari et al., 2024). For most enterprise applications, Level 2 provides the essential
security triad of confidentiality (TLS), integrity (TLS), and authentication, while Level 3's
authorization granularity is typically required only in highly regulated environments such as
financial services or healthcare data systems.

Based on this principle, equilibrium points can be recommended as follows:
For High-Throughput Needs (Big Data, Event Sourcing):

a. Broker Options: Apache Kafka and Apache Pulsar are the top choices based on their
superior throughput performance for large messages (>100 KB), where Kafka
maintains 31,900 events/s and Pulsar achieves 29,300 events/s at Level 2, significantly
outperforming RocketMQ (27,200 events/s) and RabbitMQ (22,600 events/s).
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b. Equilibrium Point: Level 2 (TLS + Authentication). Although Kafka shows high latency
of 138 ms at Level 2, its throughput is still best for large volumes of data. Level 2
provides essential security with a manageable 30% throughput reduction, which
remains within acceptable bounds for batch-oriented big data applications where sub-
second latency is not critical (Fu et al., 2021). Users should be aware of the high latency
trade-offs when choosing Kafka for this scenario. For applications requiring both high
throughput and lower latency, Pulsar emerges as a viable alternative, offering 92% of
Kafka's throughput with 51% lower latency (68 ms vs. 138 ms).

For Low-Latency Requirements (RPC, Command Query):

a. Broker Options: Apache RocketMQ and RabbitMQ are the best choices with Level 2
latencies of 16.4 ms and 17.2 ms respectively, followed by Apache Pulsar at 68 ms.
Kafka is not suitable for scenarios that demand low latency based on these test results
as its 138 ms latency at Level 2 exceeds typical real-time application requirements (<50
ms) by 176%.

b. Equilibrium Point: Level 2 (TLS + Authentication). This level offers an excellent
balance on these three brokers. Latency stays below 20 ms for RocketMQ and
RabbitMQ, which is optimal for most real-time applications including financial trading
systems, online gaming, and instant messaging platforms. The latency cost of moving
to Level 3 (an additional 12 ms increase, representing a 75% jump) should be carefully
considered. This substantial latency penalty at Level 3 confirms the non-linear
degradation pattern observed in our data, supporting the recommendation to avoid
Level 3 unless mandated by compliance requirements (Gentile et al., 2024) .

For Balance of Flexibility and Performance (Microservices):

a. Broker Options: RabbitMQ and Pulsar are recommended for microservices
architectures due to their superior routing flexibility (RabbitMQ's exchange types and
Pulsar's multi-tenancy support) combined with acceptable performance characteristics.

b. Equilibrium Point: Level 2 (TLS + Authentication). RabbitMQ offers superior routing
flexibility with excellent latency of 17.2 ms and throughput performance of 24,500
events/s for small messages. Pulsars offer a better balance of throughput performance
(29,300 events/s for large messages) and latency (68 ms) overall, making it suitable for
hybrid workloads common in microservices ecosystems (Andstrom, 2024) . Level 2
provides a strong layer of security that is often needed in microservices architectures
where service-to-service authentication is essential for zero-trust security models, while
the 30% performance overhead remains acceptable given typical microservices
message volumes (<10,000 messages/second per service).

Practical Implications and Guidelines for System Architects
Based on the comprehensive benchmark results, system architects should adopt the
following decision framework:
1. For throughput-critical applications (big data, log aggregation, event sourcing): Select
Kafka or Pulsar with Level 2 security, accepting latency trade-offs for maximum data
processing capacity.
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2. For latency-critical applications (real-time trading, gaming, loT command-control):
Choose RocketMQ or RabbitMQ with Level 2 security, maintaining sub-20ms
response times.

3. For balanced microservices workloads: Implement RabbitMQ (for routing
complexity) or Pulsar (for hybrid loads) with Level 2 security as the optimal
equilibrium point.

4. For compliance-driven environments: Only deploy Level 3 security when mandated
by regulations (e.g., HIPAA, PCI-DSS), and architect systems to absorb the 60%
throughput penalty through horizontal scaling or asynchronous processing patterns.

These guidelines align with industry best practices documented by (Henning &
Hasselbring, 2024) for cloud-native microservices deployment and extend existing knowledge
by providing quantified trade-off metrics for security-performance optimization.

CONCLUSION

The results show that each layer of security applied to four popular message brokers
(Kafka, Pulsar, RocketMQ, and RabbitMQ) results in a measurable performance degradation,
with Level 3 (TLS + Authentication + ACL) being the most performance-heavy configuration.
Apache Kafka excels in high throughput but has great latency, RocketMQ and RabbitMQ excel
in low latency, while Pulsar shows the most balanced performance. The optimal equilibrium
point between security and performance is generally achieved at Level 2 (TLS +
Authentication), which offers essential protection with an acceptable performance degradation.
For further development, it is recommended to conduct more in-depth research related to
broker configuration tuning, evaluation of resource usage (CPU, memory, disk), more dynamic
workload simulation, as well as exploration of advanced security mechanisms such as SASL,
OAuth 2.0, and end-to-end encryption.
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