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Abstract:

This paper aims to examine the influence of the Supervisory Control and Data Acquisition (SCADA) system on
operational performance, reliability, and availability at the IPP Kendari—3 Coal-Fired Steam Power Plant (CFSPP)
with a capacity of 2 x 50 MW, which serves as a critical backbone in the 150 kV Southeast Sulawesi
interconnection system. The study focuses on the utilization and implementation of a SCADA architecture
designed with a redundancy configuration employing two gateway devices—namely, a main gateway and a
backup gateway. This redundancy scheme is intended to ensure continuous system operation, high reliability, and
data integrity, particularly in the event of hardware malfunction or communication network failure. The research
discusses the SCADA configuration design, communication topology, and redundancy logic that governs
automatic failover between the primary and secondary gateways. Through continuous monitoring and real-time
data acquisition, the SCADA system enables operators to detect disturbances promptly and respond effectively to
abnormal operating conditions. The findings indicate that the implementation of gateway redundancy significantly
enhances system availability by minimizing downtime and preventing data loss during failures. As a result, plant
operational safety, efficiency, and stability are improved. Overall, the study demonstrates that a properly designed
SCADA redundancy system plays a crucial role in supporting reliable power generation and strengthening the
resilience of the regional transmission network.
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INTRODUCTION

Due to technological advancements and the spread of knowledge-based economies,
information systems have played a significant role, mainly at the administrative level (Javier
Maseda et al., 2021). Technological development has laid the foundation for an information
society that operates through knowledge operations management to process, capture, and store
information. Operators, feeders, and beneficiaries are responsible for knowledge operations
management (Scranton, 2021).

Given their increasing importance, information technology systems—particularly
SCADA—have been widely integrated into vital sectors such as electricity and oil by adopting
open systems that interact with the environment to realize socioeconomic goals and establish
future visions and general orientations (Zhang et al., 2019; Liu et al., 2021). Information
technology systems are the pillar of success and development (Kaufman et al., 2020; Wang &
Lin, 2021). They help improve behaviors, skills, and thought patterns (Sankaran et al., 2020;
Palacios et al., 2019). The SCADA system has reduced dependency on the human element and
provides critical information for senior management to perform their duties to the fullest
(Nagaraj et al., 2021; Xu et al., 2020).
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Furthermore, this system provides transparent, accurate, and rapid access to goals related
to receiving, storing, transferring, and updating data and information in business organizations
(Ahmed, 2025; Hosen et al., 2024). In addition, it secures internal controls and displays all
warning cases (Nitulescu & Korodi, 2020). Steam power plants rely on continuous data
acquisition and control systems to maintain stable operations. SCADA systems play a crucial
role in monitoring plant performance, controlling critical parameters, and detecting faults in
real time.

However, a single-point failure in communication or gateway hardware can lead to data
loss or operational disruption. To mitigate these risks, implementing a redundancy system with
two gateway devices is proposed. This configuration provides a backup secondary gateway
when the primary one fails, ensuring uninterrupted communication between field devices and
the control center.

Technology for technical improvements develops rapidly to meet the growing needs of
power systems. Following technological advancements and the spread of knowledge-based
economies, information systems have played a significant role (Javier Maseda et al., 2021).
The SCADA system has reduced dependency on the human element and provides critical
information for senior management to perform their duties to the fullest (Upadhyay &
Sampalli, 2020).

Furthermore, this system provides transparent, accurate, and rapid access to goals related
to receiving, storing, transferring, and updating data and information in business organizations.
In addition, it secures internal controls and displays all warning cases (Nitulescu & Korodi,
2020). From these outcomes, the technology used in organizations has contributed to
developing communication channels between various administrative levels, whether horizontal
or vertical. Consequently, the SCADA system is not just about tools and devices but also about
ideas for problem-solving and a technological means to improve performance efficiency
(Budiman, Sunariyo, & Jupriyadi, 2021).

Supervisory control and data acquisition (SCADA) systems are widely used in
conventional electrical grids for transferring sensor and control data among different systems.
In, a reliability analysis is performed for a SCADA system in an electrical grid. The analysis
focuses on power generation and transmission systems with centralized and distributed
architectures. A model based on Monte Carlo simulation and the IEEE reliability test system
(RTS) is applied. In addition, a damage cost function is defined to determine the annual cost
of SCADA system reliability.

This cost arises if power is not supplied properly due to a lack of measurement
information from SCADA failure. The analysis shows that the centralized architecture could
cost 5.5 times more than a distributed one when failures occur. In, an information architecture
is proposed for a power system, and a reliability analysis is performed for it. The proposed
architecture uses a distributed hierarchical structure to achieve fault tolerance and scalability
in an electrical grid. The layered model abstracts the control center, power plants, transmission,
and distribution substations. In this way, communication and computation loads are relieved
from higher layers (i.e., the control center) through data aggregation and processing. The
reliability performance of the proposed architecture is derived, and evaluation results show that
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a fully redundant system (e.g., using backup control centers) can significantly improve system
reliability.

This study introduces novelty through a comparative analysis of SCADA system
reliability between a redundancy configuration of two gateway devices and a stand-alone single
gateway configuration, applied directly to the Coal Fired Steam Power Plant IPP Kendari-3,
using actual operational data. This provides empirical evidence rarely discussed in previous
studies.

The purpose of this study is to analyze the implementation of the SCADA system and
compare the performance, reliability, and availability between the two configurations in
supporting plant operational continuity and the stability of the regional electricity
interconnection system. The benefits of this research are expected to theoretically enrich
scientific development in industrial control systems and electricity, particularly regarding
SCADA redundancy design. Practically, it can serve as a reference for power plant operators,
engineers, and policymakers in selecting more reliable, efficient, and safe SCADA
configurations to enhance power plant operational reliability.

METHOD

Looking at application — protocol - independent redundancy, we focus on failover
processes for remote control and monitoring systems in electrical distribution systems. Critical
components in power system control systems are usually redundantly deployed. In case of
component failures, defined failover processes ensure a reliable switch-over to a working unit
within a given time constraint. The novelty of the proposed approach is the use of SDN for the
detection of system failures and for performing the actual switch-over. Typically, remote
control and monitoring in power distribution systems is deployed across two levels (according
to the smart grid architecture model—SGAM): the station level and the operation level.

The operation level groups the infrastructure, which is necessary to enable the control of
field facilities using central control systems. The operation level particularly includes
communication networks and the SCADA system. The station level, in comparison, denotes
the equipment within field stations, which is necessary for remote control and monitoring.
Besides, a communication network, at station level; IEDs; and remote terminal units (RTUs)
are deployed, implementing particular functions of the remote control and monitoring system.
The gateway device is responsible for the interconnection of station level and operation level
and thus is highly important for remote control and monitoring. This device is in the focus of
the redundancy management in this use-case.

Stand-Alone Gateway

One gateway device is used for the connection of field controllers (RTUs or IEDs) to the
central SCADA system. This leads to a situation in which a failure of the gateway renders the
field station unavailable to monitoring and control applications (a typical single point of
failure).
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Redundance Gateway

The state-of-the-art approach (shown in the centre) uses redundancy and failover
management of gateway devices using a special voter component. The voter selects one of the
available gateways based on its configuration with regard to predefined performance
indicators. Whenever the alternative gateway performs better under these parameters, the voter
switches to the other device. An example for such a parameter would be the communication
quality between gateway and SCADA.

The redundant gateway approach, however, suffers from an intersection of concerns, as
the voter (which is basically a part of the SCADA system) needs to be aware of the internal
states of gateways, which are mainly communication devices such as switches and routers.
Thereby, artificial dependencies between the SCADA system, the communication network, the
communication protocols and the failover operation are created.

Virtualised Gateway Redundancy

By contrast, the application-protocol-independent redundancy approach depicted on the
right side enables a separation of concerns by use of SDN. Here, SDN is employed to monitor
the communication behaviour between the Gateway devices and the SCADA systems.
Thereby, gateway failures (non-operational or non-responding gateways) can be detected and
an immediate switch to another available gateway can be performed without notifying the
SCADA application.

However, after switching to another gateway, the application layer communication (e.g.,
IEC 60870-5-104) needs to be re-established, as the state of the particular application layer
connection between gateway and SCADA cannot be monitored using SDN. An evaluation of
this approach showed that the SDN approachis able to complete the failover procedure within
five seconds of failure occurrence (software and hardware failures of the gateway). This is
considered sufficiently fast for most applications in field.
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Fig 1. The virtualised gateway redundancy

For the implementation of the gateway-failure and switch-over operation, we had a look
at two different technologies, the SDN reference implementation Open Flow (Switch
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Specification, Version 1.5.1) and the network programming language P4. First, we conducted
a theoretical comparison of both technologies. While both technologies allow a fast detection
of broken physical network connections of the gateway (broken link), things become more
complex when detecting non-responsive gateways.

With Open Flow, switch port metrics (byte and packet counts) are available to analyze
the communication activity between a gateway and the SCADA system. Hence, to detect an
unresponsive gateway, the 104 requests and replies sent between the main component and the
gateway are analyzed by observing the relation of the associated traffic, and as soon as SCADA
requests are not answered by the gateway, a switch-over is performed.

During the last years, several approaches have been proposed to supplement and replace
MPLS and VLANSs with software-defined networking (SDN) in Smart Grids, in particular due
to its promises to increase flexibility and to simplify network management and due to its
network monitoring capabilities. SDN achieves this by basically separating the networks’
control plane from its data plane by moving the networks’ intelligence to a centralized SDN
controller. Using the standardized south-bound-interface, SDN switches (the data plane)
communicate to SDN controllers (the control plane) in order to exchange monitoring data and
control data.

The centralized control plane, for its part, offers a standardized north-bound-interface,
providing the possibility for a network owner to tailor network behavior to specific needs.
Standardized open interfaces and centralization of control allows for faster implementation of
new network functionalities for the Smart Grid than in traditional networks, where new
functionalities are based on standards that are required to be implemented (and rolled out) on
each particular network device (Rinaldi et al., 2015). Examples for fast implementation include
the deployment of new routing algorithms implemented at controller level, particularly suitable
for power grid communication. Besides this, SDN has been shown to be particularly useful
when dependable communication is required like in real-time production machinery networks
(Herlich et al., 2016).

In the context of power grid dependability, SDN has been applied---particularly in three
fields related to dependability: Ensuring Quality of Service (QoS), mitigation of cyber-attacks,
and mitigation of failures. The heterogeneity of applications in Smart Grids is ranging from
energy trading to machine-to-machine (M2M) communication for control of grid devices. All
these particular applications open up a diverse and potentially mutually exclusive set of QoS
requirements. In general, SDN provides flexible QoS to prioritize critical traffic (Zhao et al.,
2016). With a particular focus on critical traffic flows, for instance switching commands, a
behavior similar to DiffServ has been implemented based on SDN.

This has been realized by enabling an SDN controller to configure different queues of
ports at an SDN Soft switch (Open Switch). DiffServ-like, the different queues are reflecting
different traffic classes and thus priorities. In evaluation, it has been shown that this approach
allows for reliably guaranteed data rates and latencies for a set of selected traffic classes
common in power grid environments (IEC 61850 MMS, real-time control, common data
transfers). A similar DiffServ inspired approach utilizing queuing capabilities of Open Switch,
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which is controlled by an SDN controller, is applied for enforcing critical IEC 61850 traffic in
presence of link flood attacks.

RESULTH AND DISCUSSION

Designs and implementations of supervisory control and data acquisition systems for
improving the use of industrial machinery have been increasing in recent years, with an
evolution towards novel objectives, such as standardization, complex data analysis and
robustness against failure.

Complexity of Architecture Design

Architecture design within include the Comparison of performance between Two
identical industrial-grade gateways (Gateway A and Gateway B) were connected to the same
network switch and SCADA server compare with Standalone industrial-class of gateways.
Following the technology development, cost also linear with the complexity of the system. It
is caused by more complex a system will be affect to the cost expanding during the project and
also implementation, besides the cost that may appears and affected also for operating,
maintaining and sparepart managing.

Table. 1. Result of Ranking Complexity Level — Total Cost Implication

Gateway Type Complexity Level Total Cost Implication
Single Gateway 1 1
Redundant Gateway 2 2
Virtualised Redundant Gateway 3 3

Comparison of Complexity of Architecture design SCADA System following the Table
1, show that Single Gateway has the 1st Rank with level of complexity and total cost the simple
ones. After that Redundant Gateway placed the 2nd position which is the complexity increase
following the installation of 2nd gateway means that multiply two times also the network
configuration. And the last rank placed with Virtualized Gateway Redundancy with the most
complex and costly architecture design.

Availability of SCADA System Faulty
Performance metrics such as failover time, data loss percentage, and abnormal control
for HV Apparatus rate.

Table. 2. Result of Failover System — Data Loss Percentage

Gateway Type Failover System Percentage (1) Data Loss Percentage (2)
Single Gateway 3 3
Redundant Gateway 2 2
Virtualised Redundant Gateway 1 1
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Table. 3. Result of Ranking Abnormal HV Apparatus — Malfunction SCADA Device

Gateway Type Reliability to Control HV Apparatus Availability SCADA Device
3 (C))
Single Gateway 3 3
Redundant Gateway 2 2
Virtualised Redundant 1 1
Gateway

From Table. 2. and Table. 3. we can summarize rank from availability of SCADA system
faulty or malfunction following Table. 4. With node 1 for Failover System Percentage, 2 for
Data Loss Percentage, 3 for Reliability to Control HV Apparatus Percentage and 4 for
Availability SCADA Device Percentage.

Table. 4 Summarize for Availability of SCADA system

Gateway Type 1 2 3 4
Single Gateway 3 3 3 3
Redundant Gateway 2 2 2 2
Virtualized Redundant Gateway 1 1 1 1

From Table. 4. Author can take big result that more complexity of the SCADA System
will reduce the potential of malfunction whole system event partially. It is shown how easily
malfunction single gateway to do all tasks. But system with redundant and also virtualized
redundant gateway still have chance can able to execute and pass the task event partially
SCADA device event 1 gateway malfunction.

Potential of Data Collision and Disruption
Data were collected from the indication of HV Apparatus and also measurement

electrical parameter including the relay protection status.

Table. 5. Rank of Related Data Acquisition Collision and Mismatch Potential

Gateway Type Data Collision Percentage Data Mismatch Percentage
Single Gateway 2 2
Redundant Gateway 3 3
Virtualised Redundant Gateway 1 1

After do summarize we can see that the 3rd aspect comparison of SCADA, virtualized
redundant gateway takes the 1st rank with smallest potential data collision and disruption. It
is caused by Software Define Network capable separate between data with control and also
supervisory. It means that each task can execute in separate subsystem or “room”.

CONCLUSION

The comparison of three SCADA system types—Virtualized Redundant Gateway,
Redundant Gateway, and Single Gateway—across major aspects ranked Virtualized
Redundant Gateway first, Redundant Gateway second, and Single Gateway last, though the
former's weakness lies in its high complexity and total cost implications. SDN has proven

393



Indra Yuliarta I. E., Harry Christanto Pinta Masiri
Study Of Scada System Implemented for Coal Fired Steam Power Plant IPP Kendari - 3 With Reliability
Rate Comparison Of Redundancy 2 Gateway Device and Stand-Alone Gateway Device Scada System

particularly effective for dependable communication in real-time networks like production
machinery and power grids, addressing dependability through QoS assurance, cyber-attack
mitigation, and failure recovery; this study introduces a novel SDN-based redundancy
approach for power plants and complex transmission lines, confidently enhancing SCADA
efficiency, reliability, and resilience against abnormal conditions, with broader applicability
beyond power systems. For future research, exploring cost-optimization strategies for
Virtualized Redundant Gateway systems, such as hybrid SDN implementations or Al-driven
complexity reduction, could make them more viable for widespread adoption in resource-
constrained environments like Indonesian steam power plants.
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